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SPARTANBURG REGIONAL HEALTHCARE SYSTEM

POLICY STATEMENT

TITLE:
SRHS Code of Computer Ethics and Acceptable Use Policy 
PURPOSE:

Insecure practices and malicious acts expose SRHS to risks including virus attacks, compromise of network systems and services, and loss of data or confidential information. Security breaches could result in legal action for individuals or SRHS. In addition, security breaches damage SRHS’s reputation and could result in loss of services. The purpose of this policy is to outline the ethical and acceptable use of information systems at SRHS. 
These rules are in place to protect our physicians, nurses, staff, contractors, business associates, vendors (collectively referred to as “users”) that use SRHS information & information resources. This is to ensure that SRHS users have access to reliable, robust IT resources that are safe from unauthorized or malicious use.
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RESPONSIBILITY:
All Employees
POLICY:

The Code of Computer Ethics and Acceptable Use policy is an integral part of the IT security policies and applies to all users who use information and information resources at SRHS. Securing and protecting these significant and costly resources from misuse or malicious activity is the responsibility of those who manage systems as well as those who use them. Effective security is a team effort involving the participation and support of every member of SRHS community who accesses and uses information and information resources.

1. Privacy and Confidentiality

SRHS desires to provide the highest level of privacy possible for users of its information technology systems. To the extent permitted by law and SRHS policy, SRHS maintains and protects both the privacy of individuals and the confidentiality of official information stored on its information technology systems. 
2. Exceptions to Privacy of Information

SRHS may access, monitor, or disclose confidential or personal information residing on its information networks and systems under the following scenarios: state and federal law, investigation of misconduct or violations of law, official SRHS business, maintenance of SRHS networks and systems, legal process, health and safety emergency, written authorization from the patient or employee. 
3.1. Protection of Information

For the purposes of this policy, information is categorized as either SRHS information or individual information. SRHS information is further classified into confidential and business information.
3.1.1. SRHS Information

Confidential information is defined by federal and/or state law and SRHS policy and includes information such as Patient health information, personnel information; financial information, and health and insurance records. Business information includes all other information created and maintained for the purpose of operating SRHS. All users are responsible for knowing and complying with SRHS policies that apply to confidential and business information. 
3.1.2. Individual Information

Individual information includes personal and business correspondence, and other records created and managed by users. As creators and managers of this information, individuals are responsible for securing and protecting their information. Departments and information technology providers may assist individuals by offering services including secure storage of files with systematic copying of data and/or archiving. Nonetheless, individual users are ultimately responsible for securing their own information and should take action to assure their individual data is protected to the level they deem adequate.
3.2. User Security Practices

Users are required to be aware of and employ security practices established by SRHS to prevent unauthorized access to their computers. Security breaches can often be linked to the actions individuals take or fail to take when using information technology resources. The categories and lists below are by no means exhaustive, but attempt to provide a framework for activities that fall into best security practices.
a. Do not share user-ID, passwords or PIN’s, nor will they ask others to do so
b. Always lock your computer screen while away from your computer

c. Do not store written copies of passwords in unsecure places

d. Encrypt sensitive data when sending over email or ftp or storing it on laptops and removable   drives (USB / flash / CD / DVD’s) 
e. Your personal computer is up-to-date with antivirus software and operating system updates before you connect to SRHS network remotely
f. Promptly report the following incidents to the Solution Center by calling 6HELP:

       1. If you believe your user-id / password has been compromised

       2. Report any suspicious electronic activity 

       3. Report theft or loss of laptops / mobile & removable devices

g. Follow SRHS security policies / standards / guidelines and recommendations wherever applicable (refer to the reference section)
4. Unacceptable Use

Users are prohibited from engaging in any activity illegal under local, state, federal, or international law or in violation of SRHS policy. The categories and lists below are by no means exhaustive, but attempt to provide a framework for activities that fall into the category of unacceptable use.

a. Intentionally introduce malicious programs into SRHS networks 
b. Unauthorized sharing of SRHS-authorized IT privileges or resources.
c. Using SRHS computing asset for non-official business. While incidental personal use is allowed, SRHS reserves the right to remove non-approved software or data at any time
d. Circumventing user authentication or accessing data, accounts, or systems that the user is not explicitly authorized to access.
e. Using tools or techniques to break / exploit security measures
f. Using unapproved software / hardware on SRHS computers / networks
g. Transmitting / storing confidential data without proper security measures
h. Masquerading as someone else by using their computer / application / e-mail / voicemail accounts
i. Sending harassing / threatening or disruptive messages to others through e-mail / voicemail
j. Accessing obscene or pornographic material of any type from SRHS resources
k. Posting / Sharing / Discussing SRHS confidential information on the Internet without proper authorization
l. Violating copyright laws
5. Enforcement

SRHS’s Code of Computer Ethics and Acceptable Use policy is enforced through the following mechanisms.

5.1. Interim Measures

SRHS may temporarily disable service to an individual or a computing device, when an apparent misuse of SRHS computing facilities or networks has occurred, and the misuse:

1.  is a claim under the Digital Millennium Copyright Act (DMCA); 

2.  is a violation of criminal law; 

3. has the potential to cause significant damage to or interference with SRHS facilities or services; 

4. may cause significant damage to another person; or 

5. may result in liability to SRHS. 
An attempt will be made to contact the person responsible for the account or equipment prior to disabling service unless forbidden by law enforcement authorities or Information Technology Services staff determines immediate action is necessary to preserve the integrity of SRHS network. In any case, the user shall be informed as soon as possible so that they may *present reasons in writing why their use is not a violation or that they have authorization for the use.

5.2. Suspension of Services and Other Action
Departmental managers and supervisors shall use SRHS’s Counseling and Discipline policy and guidelines document to assess the situation and take corrective actions. For more specific information, please refer to SRHS Counseling and Discipline policy and guidelines document (IM1000.302).
5.3. Disciplinary Action

Violations of SRHS Code of Computer Ethics and Acceptable Use policy may be referred for disciplinary action as outlined in SRHS’s Counseling and Discipline policy and guidelines document (IM1000.302).
*Information Security Steering Committee (ISSC) along with the Chief Technology Officer (CTO) will review the user’s written appeal in case of a violation

RESOURCES/REFERENCES:

SRHS IT security policies, standards, guidelines and procedures (IM 1100.103)
Confidentiality of Patient & Hospital Info (IM1100.604)
Counseling and Discipline policy and guidelines (IM1000.302)

Acknowledgment and Consent:
Please sign the attached acknowledgment and consent to indicate that you have read this Policy, consent to the terms of usage described in this Policy, and agree to abide by this Policy and these terms.

Acknowledgement and Consent Form

Regarding IT Policy and Confidentiality

SPARTANBURG REGIONAL HEALTHCARE SYSTEM

I acknowledge that I have received the Spartanburg Regional Healthcare System Code of Computer Ethics and Acceptable Use Policy dated October 2008. I understand that it is my responsibility to review this document.   I understand that every employee, physician, nurse, medical professional, consultant, and employee of any of the above is required to comply with the policies described in this document.  I hereby consent to be governed by the terms of usage set forth in the Policy and agree to abide by such terms.

I also understand that this policy may change at any time, as conditions warrant, without any notice to me.  I understand that it is my responsibility as an account user to keep myself abreast of any and all policy matters.

When I have a concern about a possible violation of this Policy, I will promptly report the concern to SRHS’s Information Services Department.

Signature: __________________________________
Date: ___________________

 FORMCHECKBOX 
  SRHS Direct Hire 


 Employee No: ________________

 FORMCHECKBOX 
  Physician




 Physician’s License No: __________________


 FORMCHECKBOX 
  Temporary/Contract Employee

 Company Name: __________________________


Name:
___________________________________
Position: ___________________________
Please print
Last name, First Name, MI (required)

Department: ______________________________________Location: ___________________________


Print Your Supervisor’s name: _______________________________
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